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Hi, I’'m Pete &

e Grew up in Chicago
...actual Chicago

e Law school -> freelance web stuff
Started: Anchorage, AK
Ended: Judge Judy Show invitation

e University of lllinois at Chicago




Me at Brave

e Research at Brave
...privacy, blocking, reliability

e Co-Chair of PING
Privacy committee on W3C

e Research <-> Engineering
Web compat, filter lists, etc.

e Academic <-> Industry
Collaborations




Brave in a Slide

e Privacy focused

e Alternative web funding model
Fix incentive problems

e Research + Engineering

e Not just a browser
- search.brave.com
- talk.brave.com
- VPN

- more coming...
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A sloppy manifesto

Defining Tracking
Abstracting the problem

Tracking in Practice
Methods and defenses
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Why Does Tracking Exist?
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Kid Dan’s
ton of fun

by DBecoming ene of
contury-makers.
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OUR COLUMNISTS ARE

JOE ROOT has become
& world-class batsman,

averagi more than
100 in Test cricket in
the past year.

But 10 make him
England coptain  any
time in the mext five

yoars would be a disas-
ter. 1 think It would rwin
him as a batsman

Like & few players belore
him. Joo Bhas beon banded
the mantle of FEC Futere
Englansd Capaain

Everyose expects & »
happen and T'vo Betlo doubt
he will lend Eagland ot
some poinl. Bet 1 Soge and
I doemsat hap for »
five ywars, by which
ho will e only 290
fact, I'm not ware Joo
will ever be a good caplain
becouse I just Soesnt sl
his characoer

Joe has a saversd cheeky
chappy perscoality — he's a

joker. & jester. & wind-wp
merchant  and »  ponersl
breath of fresd air around

the drossing room

To be capeain, be would
need to change and become
mere mature and perbage

oven  Teigs previses. That
‘“L‘)r’ is not Jow
course, there v no

vacancy at the momoat any
way because Alasiair Cook

s dal & fine job now he
s b concentrating on
Test cricket. Cooky won

still be captain In five yeary
tme Bul pleme den give
he b 10 Jow

Jeat bt Joe Root bat
Nod and score huadred alter
husdred He can be
England’s Steve Woaugh, So
deat think abowt  moving
him up e order, slther

I lowe the way Joo handies
himwl! on the fleld Me haa

this angelic face and looks
as though butter wouldn®
mek in his mouth Hes m
s Dest when chamting sway,
taking the mikkey and
bebaving like your sanoying
Intle Beother

He domat really sledge W
wauld be like being shedged
by & baby bocausw of the
way he Jooks Nobody could
take bm seriomly

Jou Is gremt ot smiling w
take the hewt owe of shiua-
thons. Theres nothing more
annoying for a slcaming,
wwealing  Neasderthal  fam
bowler Dan  having  same
Kd smiling and winkisg
back ot Aim

Hut dont be fooled ~ Joe
bas & sareak of el wo
You dont score oight inters
naticnal  conturies In  the
rnc W moaths without
wing & tough cookle

The key 9 Rooty's success
s he discovered the seoret
of Tesmt cricket wery esarly

The Ball Ia the same alxo,
the pich the same length
the Bowlers the same s
you've pliged  againet  in
county coricket. Jos realised

ITAWOULD BE A
R0ADTO RUIN

ptaincy Is

the only big Aflerence I
Bow you think about the
game with the pressure, the
spoiigh and TV coverage

B & » mental thing, what
goes on dmalde your head
And Joes head v fall of
calmeess,  conlidence and
positive thoughts right now

B was obviows right from
the start that Joe had great
talent and temperament

He wemt oa the teur 1o
Inda in bate 2007 s »
Back-up batsman sad forced
Ria way nto the final Test
= Nagpur

He scored 731 and losked
corsain % make a debwe
centery.

1 was batting with him
when he was ot and accept
some of the blame

I kept trylag to hit the
winners over the top, then
Joo tried somwthing similar
and was cougM sad bowled

Jow Das corsainly caahed in
since and his st five Tear
conturica Bave been 1IN0, 200
aot oot 1M not sul. MO net
ot and 152 aot sul. Dedd
Bundreds, as Gradam Goos
calls them. The best thing

about Joo's batting In the
cnergy be brings %0 the

Me walks in like
oxched ppy. playing 100

shots bedore s o yords
on 10 the sutlield

He bhas positive intent and
urgency from the sart and
It normally perks up e rest
of the leam

Every other balstsan ia
the Second Tewt In Grenada
struggled o wore =t a
stribo.rate Lo
0o -

2 not ost from 229 balls

I tend to watch the way
batsmen play spin  bawling
aad Joo always Jooks o
SCOTe rens apaiast spees

A Bt of Bossmen walt for
a rank bad ball belfore
sttacking

S0 e farves spinners W
bowl more looss stulf, otzo
clally » wrinl-spiooer ke
Dwvendes Biboo. He played
Rihoo magnificently

I'm calliag Joo the new
Coollrey ol = the Yark.
shiroman w wores all the
russ and runs everyons oul
I even think some of the
lads  have sarted  calling
him CGoolfrey.

He was involved in iheee
run suts In Grenada Bt
only one was hin faukt — the
one  when bt barbocwed
Chais Jordan

The Jim Andenon ren
out  was  hilarious  becwmse
nobody has  the L
plck a ball from 1t wr
thats about 15 feet from the
grownd

Bat Jascn Molder did and
dozy old Ammy was way
round

Apparendly, Holder's brothesr
plT Banketball In the Suatent

Nler e  game. Rooty
handed owr a3 wstamp %
JNimmy, pretendiog H was »
white sk

That's the sort of cheeky
fun we like from Joo Noot.

L BRICHTON'S ssrsmer
-\ bransler policy may
Rave o tale o Bt after
chairman Tomy Blcom's
bet of minfortuse.

The Seagudh e
placed £11000 on
Nesell 80 Sl e
Brightos Marathon i ne
more han Jw 45 muie
only 1o cress e Sne
fowr minwtes and 38
w<onds Later

VIEW TO,
ADILL ,;

ANDREW DILLON

EVERTON s known as
e school of sience bt

turnieg
W amaleur

Bhetr  hands
dramatics o

Reporters were
0o Interview Careth Barry
when e subjett  of
warm-mate Ross Rarkley
Incevitably surfaced woelng
o be i the ONLY inter-

athered

eving 1o ol conversa
son at hos Park
As soon s Barkley™s

name was menileoed. |
cub’s subele s oflicer
came out with an cutra
prously saged cough -
o in e carelul  bere
mMate tricky subgect
comiag up’.

Bat 1he corefully-man-
aged plan 10 thwart the
nasty hacks backfired
when the emtire group
foll sllent and b was
presented with a packet
of throat locen ot the
fexl press conlerence

Ooh, suits
you Shaun

SMALN MURPNY'S
garsh sults have been
docbng fams, TV crems
and phayers at ssocker’s
world champlosahip.
Bt spohesman o
Soaw narsent SO
Betfred, Mark  “Stuart’
Poarson, told  VIAD:

"Every tme we spomsor

2 borserace we v a
priae S the best
dressed nag, tahng o
sccowt coat,
condition and
colours. s
waralar with
Sham." 4
Mot ey
will  thas
be given 2
choque
o the
Ryl Man
chester
Chilldroa's
Moapital

A Parker
can cut it

SOMETHING e e
weekend, sir?

Traditional barber’s
shops would adways offer
exiras L gentleman
potross o keep  them
sale while enjoying the

company of others o0 a
Sstorday night
The lotemt  marketing
trend " the
‘pop-up’ Bop and
this ome In South
Weat Lenden
offered  cuslomers
e chande o have
their Bair cut In
style of
capisin Scomt

s be  Domest
Those Pulham sepportiers
Bave more chance of
getting & »" g than sewing
Dhelr team win on Setue
day

Wednasday, Apdl 29, 2015 E3T771 55

£30m CUP DEAL

From Dack Page meney circalating in football in TV
Whoyenr hisvsory that  full rights 10 svold this. Feotball is sbowt
ts have been granced history and wraditicn. Owr Cup was
IS drisks glaat Bodwelser who dilferent. No other count any-
poid E9m & year merely 0 Be tin  Ihing 10 compare with i
amociation with® the trephy FA Cup Football fasa also tock to Twitter
“ ended  heir three-year last mpk calling the dend
partacrship last year “waty “horritde” and "bull

Bet the Emirales deal s Soxl over football”

o complete rebeanding that Wih his year's compet)

naming

will upaet the purists tion not Bavi A spoasor,

Lawrio McMenerry, > FA commercial director
(‘\::«1 Second  Division L Steart Turser  and  his
g team Bave had 10 offer
Cug full samdsg rights 1o

BAD TABLE e & new E0W e year
the omeo
only, It's THE FA Cup and
would be a pity % we it low
Bat tradition, not juMm In our
game But in the game worklwide I
was the Biggest and the bost. Bt

4 Emirstes
urrest  Cup

g and kit
ding »

Bolders Arsenals
made Dhalr mave sl
C0m-a-year relatioaship wit

foothall today s solely sbowt meney, An FA spobesman  sdmii) o
mwa‘moy' continne 50 have discwssions wit
a McMenomy (above) added "1 would number of parties about FA Cup

Bave  thought  there was  endugh pariner spportenities.”

0'Sullivan

BEEN READING

COLUMNS
THIS MORNING?
—RECLAIM YOUR MANLINESS —

RONNIE O'SULLIVAN

caught in & World Snooker
after breaking the

rules in his quarterfinal
clash with Stuart Bingham.
The [ive-timse woeld champ
placed his chalk on the table
to lime up a shot but was NOT
reprimanded by referce Terry

Camilleri

The official should have called »
foul and awarded Bisgham seven
polots. but the Rocket was allowed
10 cantinee his beeak and won the

fith frame o kad 32

Rule 3 (d) § states & seven-

peoalty will be swarded I & player

uses
or Satance”,
Former world

champion

any ehject B mesure pagn

Ken

Deberty sabd “You are not allowed
10 pn halk on e table becawse

you Me using
mwasere the Ball

Lo

ool e

“Thst v exactly what Noanke has
Gone. Stwart Dingham was Jooking

at him and shosld really
o
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be had more kaowledge of
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ing 30-year-old OScllivan

escaped o fine “adver beielly
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LIMITED EDIMION

E & BACON SANDWICH -

Dy MARRY YALBOY

- SAUS

of his chalr
s unavware, Rosaie

refeoree  Michasla Tabd
Youl sewen
oplaion
he may have seen & differ
Crucible I the
vermse 1o rel in®

s lournament

Suring  his
d win ower Cralg Stced
d came close o saagping
in M of rage against
Stevens o round two
ently OSullivan, 39, has
we 1o Boxing and even
Ting
shor's Bon-office siar
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Have vou ever clicked

your mouse right HERE? -

Welcome the The "First" Banner Ad

Yes, this site is supposed to look this way. After all, this is what most web pages looked like back
on October 27, 1994 -- the day that Wired Magazine flipped the switch on its first website,
hotwired.com, starting a revolution in web content and advertising that still reverberates today.

This site is dedicated to showing off one of the ads that ran on that site. No, it wasn't the "first" as
there were a handful of other ads that ran on various sections of hotwired.com. This site is also here
to tell the story of how that ad came to be, how it succeeded beyond anything we had imagined, and
how we tried to set an example for how corporations could communicate with their audiences.

This site launched on October 27, 2014. It is being constantly updated, so please check back again
soon for more. In the meantime, get started by clicking your mouse in the banner ad above explore
these other options:
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@ @ Chicago Tribune: Chicago news, X +

< X @ chicagotribune.com

E SECTIONS Q SEARCH ENEWSPAPER WEATHER NEWSLETTERS BEST REVIEWS ®] LOG IN
CPS STRIKE IS OFFICIALLY ON AS CHICAGO TEACHERS UNION SAYS THERE IS NO LAST-MINUTE DEAL
S . $2 FOR 9
s SooncE Chicaao Tribune oweeks
NEWS SOURCE g ENDS 11/4
OCTOBER 16, 2019 ﬁ} 51°F .

BREAKING NEWS SPORTS BUSINESS POLITICS OPINION ENTERTAINMENT

ADVERTISEMENT

CPS STRIKE IS ON MORE CPS STRIKE COVERAGE )

CPS strike live updates: Chicago teachers reject

n CPS Strike is Ofﬁcia]ly on as city offer, will walk off job Thursday
& teachers union, Chicago | N
F Y R e Chicago Park District workers reach contract

ONLY $2 FOR 20 WEEKS

. . SAVE NOW
Get stories that impact you

SPECIAL SALE

Waiting for securepubads.g.doubleclick.net...
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The World's Worst Website
‘

-;g;ggq;’ﬂ.:{,’ Build your own FREE website at Angelfire. com Share: delicio us | digg | reddit | Twitter | facebook

MARKETING IS MORE FUN ’

WHEN YOU SMASH STUFF
LN E——

Clhick here

Welcome to the World's Worst Website!

This web was designed to graphically demonstrate the most common mistakes made by new Web Page designers.
Check out these links to websites
whose opmions about frames is

colf evident: Where am I and where are the links to other pages?

An easy to use navigation structure is essential to anv well designed website!

Important mformation should never be more than 2 clicks away.

Another

Keep your backgrounds simple. White or light colors usually work best.
Your background should not compete with the content of the page for the
users attention. If you would like to use a background picture, selecta
picture that uses muted colors or format your picture as a watermark.
Select text colors which will contrast well with the background picture.

Constantly running anmimations can be 3
% distracting when used excessively.
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Click here

Welcome to the World's Worst Website!

This web was designed to graphically demonstrate the most common mistakes made by new Web Page designers.

=

Chicago Tribun

Check out these links to websites

whose opinions about frames is

Where am I and where are the links to other pages?

self evident

An easy to use navigation structure is essential to any well designed website!
Important information should never be more than 2 clicks away.

Another

Keep your backgrounds simple. White or light colors usually work best.

our ] should not with the content of the page for the
users attention. If you would like to use a background picture, selecta
picture that uses muted colors or format your picture as a watermark.
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Constantly running animations can be
distracting when used excessively.
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: links to websites
whose opinions about frames is

self evident Where am I and where are the links to other pages?

An easy to use navigation structure is essential to any well designed website!
Important information should never be more than 2 clicks away.

Another

Keep your backgrounds simple. White or light colors usually work best.
Your ] should not with the content of the page for the
users attention. If you would like to use a background picture, selecta
picture that uses muted colors or format your picture as a watermark.
Select text colors which will well with the al picture.

Constantly running animations can be
distracting when used excessively.
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Identify “expensive”
people here

BREITBART

Pay a little to advertise
to them here
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Summarizing: Why Does Tracking Matter

e |Incompatible with dignity
e Power and control

e J[ransfers wealth from value-creators to attention-attractors
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Overview

Why Privacy Matters
A sloppy manifesto

Defining TraCking —

Abstracting the problem

Tracking in Practice
Methods and defenses

Privacy Beyond Tracking
Other issues and concerns



Definitions

o Website: elLD+1 (determined by public suffix list)
e.g., brave.com != mozilla.org
e.g., talk.brave.com == search.brave.com
e.g., ted.github.io != betty.github.io

e Origin: The full DNS host name serving a site

e First-party: Site of the top level document

e Third-party: any other site
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http://talk.brave.com

Definitions (more)

e DOM Storage: Explicit storage APIs
e.d., cookies, localStorage, IndexDB

e Network State: All other storage
e.d., caches (v8, DNS, HTTP)
e.d., Header instructions (HSTS, ALT-SRY, etc)

e Online Tracking
Its trickier...
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A Rough Definition of Tracking

e Linking activities...
e.d., being “followed”

e across boundaries...
e.g., temporal, geographic,
conceptual

e |In a way not expected or desired.
e.d., Ignorance or non-consent
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Tracking in Context

Bad Internet Things

Hurassment




A Rough Definition of Tracking
e Linking activities... 4—

e.d., being “followed”

e across boundaries...
e.g., temporal, geographic,
conceptual

e |In a way not expected or desired.
e.d., Ignorance or non-consent
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Question One

some-site.example other-site.example
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Question One

One day

some-site.example other-site.example

ﬁ Not linking ﬁ
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Question Two

some-site.example some-site.example
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Question Two

some-site.example some-site.example

ﬁ Not linking ﬁ
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Question Three

some-site.example some-site.example
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Question Three

some-site.example some-site.example

Linking
(first-party)
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Question Four

o=
—

tracker.example \Ga——

—>

some-site.example other-site.example

One day... l - | tracker example
ﬁ
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Question Four

\.
-

One day. v. tracker example

tracker.example v _> V\/
v v
N— N— ﬁ

some-site.example other-site.example

ﬁ Not linking ﬁ
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Question Five

o=
—

tracker.example \Ga——

—>

some-site.example other-site.example

One day... l - | tracker example
ﬁ
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Question Five

\.
-

One day... v. tracker example

tracker.example v —- V\/
v v
N— N— ﬁ

some-site.example other-site.example

Linking

(third-party)
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Tracking: Linking...

e Tying behaviors to same identity
Could be pseudonymous, or a “real world” identity

e Probabilistic or deterministic
For some definition of “probable enough”
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A Rough Definition of Tracking

e Linking activities...
e.d., being “followed”

® across boundaries...

e.g., tempOraL geOgraphic, —

conceptual

e |In a way not expected or desired.
e.d., Ignorance or non-consent
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Tracking: ...across boundaries...

e Organizational boundaries
e.g., eTLD+1, origin, “first-party set”

e Temporal boundaries
e.g., tying something done last year to something done today

e Profile boundaries
e.g., private browsing, different browsers, accounts
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A Rough Definition of Tracking

e Linking activities...
e.d., being “followed”

e across boundaries...
e.g., temporal, geographic,
conceptual

e In a way not expected or desired.
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Tracking: ...expectations

e EXxpectations differ across platforms
Facebook inapp browser vs Tor Browser Bundle

e EXxpectations differ across people’s expertise
e.g., my dad vs Dworkin

e Expectations differ across backgrounds
e.g., outlook.com vs microsoft.com vs github.com

e Consentis (sometimes) fuzzy
Terms of service<——— — — — — — — > Storage Access API
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http://github.com

A Rough Definition of Tracking

e Linking activities...
e.d., being “followed”

e across boundaries...
e.g., temporal, geographic,
conceptual

e |In a way not expected or desired.
e.d., Ignorance or non-consent

42




Overview

Why Privacy Matters
A sloppy manifesto

Defining Tracking
Abstracting the problem

Tracking in Practice '

Methods and defenses

Privacy Beyond Tracking
Other issues and concerns



Tracking Techniques

e Third-party DOM storage
e Network state

e Bounce tracking

e Browser fingerprinting

e |P address

e Personal identifiers
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Tracking Techniques
O Third-party DOM storage —

e Network state

e Bounce tracking

e Browser fingerprinting
e |P address

e Personal identifiers
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Third-party DOM storage

/pixel.gif
cookie=null

V\/ ' O
V\/ cookie=abC  tracker.example

some-site.example
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Third-party DOM storage: cookies

/pixel.gif /pixel.gif
cookie=null 0 cookie=abc
—> 4—

cookie=abc  tracker.example
-—

f

other-site.example

some-site.example
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Third-party DOM storage: cookies

/pixel.gif /pixel.gif
cookie=null 0 cookie=abc
—> 4—

cookie=abc  tracker.example
-—

f

ﬁ other-site.example

some-site.example
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Third-party DOM storage: iframe

<iframe src=//tracker.example>

LS = localStorage

if (LS['id']) {

} else {

LS['id'] = Math.random()

fetch(  /record?id=${LS['id"']}" )

</1frame>

some-site.example
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Third-party DOM storage: iframe

<iframe src=//tracker.example>

LS = localStorage
if (LS['id']) {

} else {

__LS['id'] = Math.random
s

fetch(  /record?id=${LS['id']} )

</1frame>

some-site.example
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Third-party DOM storage: iframe

<iframe src=//tracker.example>

LS = localStorage

if (LS['id']) {

} else {

LS['id"'] = Math.random() ‘\\\\\\\\\

fetch(  /record?id=${LS['id"']}" )

</1frame>

) other-site.example
some-site.example
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Third-party DOM storage: partitioning

e Third-party storage is not shared across sites
e Sometimes called “dual-keying”

e Previous:
storage_data = browser_storage|[<requested eTLD+1>]

e Partitioning:
storage_data = browser_storage|<first-party eTLD+1>][<requested eTLD+1>]
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Third-party DOM storage: partitioning

/pixel.gif
- cookie=null
v _—

V\  Cookie=abc  racker.example
—

some-site.example
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Third-party DOM storage: partitioning

/pixel.gif

- cookie=null

v E—

v JCookie=abe tracker.example

N—

some-site.example /Cr;igﬁ:.egzii‘ " -
— v

cookie=123 w\ ,

tracker.example ﬁ v

other-site.example
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Third-party DOM storage: Defenses




Tracking Techniques

e Third-party DOM storage

e Network state 4—
e Bounce tracking

e Browser fingerprinting

e |P address

e Personal identifiers
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Network State Example: HTTP Cache

e Browsers cache things for speed
Images, JavaScript, etc.

e Caches are generally unpartitioned

e Anything unpartitioned can be a linking key

S7




HTTP Cache Tracking

tracker.example

o /pixel/#.qgif?action={set, read}
some-site.example

e action=set: 50% return pixel
: 50% 404

e action=read: 100% 404
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HTTP Cache Tracking

some-site.example

/pixel/1.gif?action=set

50% a pixel, 50% 404

/pixel/2.gif?action=set

/pixel/3.gif?action=set
_——

/pixel/4.gif?action=set
_——

/pixel/5.qgif?action=set
_—

/pixel/32.gif?action=set
—>

50% a pixel, 50% 404

tracker.example
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other-site.example

https://tracker.example/script.js

const identifier = []
for (let i = 0: i < 32: i += 1) {
try 1

const url = /pixel/${i}.gif?action=read
await fetch(url)
// We hit the cache
identifier[i] = 1
catch () {
// We missed the cache
identifier[i] = 0

}

L

// 1dentifier 1s now a unique 32 bits

tracker.example
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HTTP Strict Transport Security (HSTS)

e Website Says “only HTTPS, forever”
e.qg. persistent storage

e Automatic Upgrade
http://example.org -> https://example.org

e How to leverage?
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HSTS Tracking

example.org
a.example.org
b.example.org
a.a.example.org
b.a.example.org
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Network state: Defenses

Chrome

Safari

Edge

Firefox

Brave

Partition
network
state

List based
defenses
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Tracking Techniques

e Third-party DOM storage

e Network state

e Bounce tracking —
e Browser fingerprinting

e |P address

e Personal identifiers
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Bounce Tracking

e Response to partitioning
e Third parties use first-parties to track

e Growing in importance as partitioning is more common
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Pre-partitioning

1. Record Page View
cookie=abc

3. Record Page View
cookie=abc

tracker.example

2. Navigate to new page

some-site.example other-site.example



Storage partitioning

tracker.example tracker.example

1. Record Page View
cookie=abc

3. Record Page View
cookie=123

2. Navigate to new page

some-site.example other-site.example



Bounce tracking

9 1. Attempt to navigate
= , 0
——

\ / tracker.example

2. Record Page View
cookie=123
from=some-site...
to=other-site...

w-
—
N—

other-site.example

some-site.example



1. Fetch tracking script

some-site.example

Navigation tracking

tracker.example

2. Attempt to navigate
e.g., https://other-site.example

3. Tracker annotates URL with id=123
e.g., https://other-site.example?id=123

4. Fetch tracking script

5. Reads identifier from UR

Vi b

other-site.example


https://other-site.exampl
https://other-site.exampl

Bounce and Navigation Tracking: Defenses

Chrome

Safari

Edge

Firefox

Brave

Limit storage

Warn user

heuristic

List
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Tracking Techniques

e Third-party DOM storage

e Network state

e Bounce tracking

e Browser fingerprinting —
e [P address

e Personal identifiers

/1




Fingerprinting, contrasted

e Classic tracking
e \Website stores an id on the client
e The client returns the id to the server (cookie or JS)
e Theidis what allows re-identification
o “Stateful”

e Fingerprinting / passive tracking
e \Website finds things different about each visitor
e [racker derives the identifier from minor browser differences
o “Stateless”

/2




Fingerprinting, how?

e Large number of semi-identifiers
Browser size

Extra fonts

Audio hardware

Video hardware

Installed plugins

Color depth

e Add the semi identification up...

/3




All browser users




You
1 person in 5 billion

All browser users:
5 billion people




All browser users:
5 billion people

Firefox
Users



All browser users:
5 billion people

Windows users



All browser users:
5 billion people

Office Fonts



All browser users:
5 billion people

Sending DNT header



All browser users:
5 billion people

Using content blocker



You
1 person in 100

All browser users:
5 billion people




Fingerprinting, abstracted

e Still needs a common value across boundaries
Sites, sessions, time, etc

e Value needs to be unique
Otherwise it mixes you up with others

e Value needs to be consistent
Otherwise it doesn’t (re)identify you

82




Possible Defenses

e Try to make browsers look similar
Reduce the “bits” available to fingerprinters

e Tryto block bad parties
Keep the “bad folks” out

e Privacy budgets
Only allow sites to do so much identifying, e.g., 10 bits but not more

e Randomization
Make browser look ilntentionally different, within each boundary
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Fingerprinting: Defenses

Chrome Safari Edge Firefox Brave

Restricted
hardware

Feature
selection /
removal

Block
fingerprinters

Randomization
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Tracking Techniques

e Third-party DOM storage
e Network state

e Bounce tracking

e Browser fingerprinting

e |P address

— e

e Personal identifiers
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IP Addresses are pretty unique!

e ...especially if you look for clusters
The 3 ips you most commonly connect from is very unique

e |[Pv6 makes it a lot worse
Obviously... :-/

e Four general approaches
- Contracts / promises
- proxies
- MiX nets
- block bad parties
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IP Addresses Defenses

Chrome

Safari

Edge

Firefox

Brave

Websites
promise

Block bad
parties

Private relay

9
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Tracking Techniques

e Third-party DOM storage
e Network state

e Bounce tracking

e Browser fingerprinting

e |P address

e

38

e Personal identifiers




Personal Ildentifiers

e Names, email addresses, CCN, etc
“old school”

e Can be combined with offline sources
Credit agencies, public legal records, tax documents, etc

e Baked into the web
Authentication, user accounts, etc
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Partitioning to the Rescue (?)

e User holds the “true” value
e.d., true email address

e Browser holds a secret
e.g., secret = rand()

e Derive per site identities
e.g. hash(email + secret + eTLD+1) + @private-email.com

e Applicable to a range of identifiers
Email, CCN, Crypto addresses
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Personal ldentifiers: Defenses

Chrome

Safari

Edge

Firefox

Brave

Partition email

Block scripts
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Overview

Why Privacy Matters
A sloppy manifesto

Defining Tracking
Abstracting the problem

Tracking in Practice
Methods and defenses

Privacy Beyond Tracking
Other issues and concerns
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Privacy is more than Absence of Tracking

e Browsers shouldn’t share information unless its helpful to user
e.g., FLoC

e Browsers should serve users first and exclusively
e.g., Reporting API, FLEDGE

e Browsers shouldn’t introduce capabilities that remove user choice
WebBundles

e Browsers shouldn’t confuse users!
First-party sets, SXG

e First-parties are suspect too...
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Other privacy protections

e Governments increasing provide legal protections
GDPR, CCPA, etc

e Browsers can help users assert their privacy rights
e.g., GlobalPrivacyControl

e Authored by activists, academics, New York Times, DuckDuckGo, Brave
Implemented in Brave and DDG

e Beware of conflating with “consent management” systems
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A final plea...

e You are all plainly, amazingly smart people
e You’ll be able to (mostly) choose your job
e Privacy harms are particularly difficult to remediate

e Consider the privacy implications of a job before you take it

95




A final plea...

e You are all plainly, amazingly smart people
e You’ll be able to (mostly) choose your job
e Privacy harms are particularly difficult to remediate

e Consider the privacy implications of a job before you take it

Thanks!
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